Comp] HﬁTroubIeshootlng
Model

For the free video please see
http://itfreetraining.com/ap/1e20

In this video from ITFreeTraining, | will look at the CompTIA Troubleshooting model. Once you
get some experience troubleshooting, you will develop your own methods, but the CompTIA
Troubleshooting model gives you a good framework to work with, particularly when you are

new to troubleshooting.
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Troubleshooting Model

1. Identify the problem

2. Establish a theory of probable cause

3. Test the theory to determine cause

4. Establish a plan of action and implement
5. Verify full system functionality

6. Document findings, actions and outcomes

0:16 The CompTIA Troubleshooting model has six different steps. These are: identify the
problem; establish a theory or probable cause; test the theory; establish a plan of action and
implement; verify full system functionality; document findings, actions and outcomes.

Although you will most likely develop your own style about how to fix problems, this gives a

basic framework on how to look at problems. | will now have a look at each of these steps
individually.
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|dentify the Problem

Question user and identify user changes to computer
Perform backups before making changes
* Inquire regarding environmental/infrastructure changes
* Review system and application logs

0:48 The first step is to identify the problem. Generally, you are attending a user’s computer
because they have reported something is wrong. This will normally be because they are not
able to do something and it has stopped them from working effectively; however, it may not be
the source of the problem. The problem could be anywhere, such as software on the computer,
software on the network or internet, or perhaps the user is just not doing something the right
way.

The first step is to question the user. You first want to establish what they are doing and what is
happening. Start asking questions such as the following, “Have you attempted to do this
before?” If they say they do the same thing every day, you know that potentially something has
changed. Next, we need to find out what that change is.

In computing, you may find that something has broken because the user did something to the
computer. This does not happen as often nowadays as businesses generally reduce the amount
of access a user has to the computer, so essentially, they cannot break as many things as they
used to be able to. You do need to be careful how you word the questions. You don’t want to
assume that they have changed something; however, you don’t want to not ask that question
either. So, when dealing with customers, remember it is not what you say, but it is how you say
it. Asking the question “Have there been any recent changes made to the computer?”is a
better question to ask then “What have you done to the computer to break it?” Remember you
don’t want to come across as rude or accusative when you talk to them; all you want is the
information to help you solve the problem, and you get that information by using some good
communication skills. Remember: The customer is the reason that you have a job.
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In some cases, you will find that the user will not give you the information straight
away. So, you may have to be careful and ask the question a few different ways. For
example, if they are not giving you anything straight away, maybe ask a different
question such as “Has additional software been installed or have there been any
updates recently?” This is where you may get an answer along the lines of, “I got
some message this morning and | just pressed 0.K., does that have anything to do
with it?” They may not know what this message was but may be able to describe
when they got it and/or what it looked like. This will give you an idea of where to
look.

Let’s consider an example. An update has been pushed out by the manufacturer of
the software which has broken the software. Remember, the users are not always the
most technical people. They may also not have a good understanding of what is
happening, so it may take a little time to get the information out of them. They are
not doing this on purpose, and we should have a little patience with them and not be
accusative or angry if it takes a little bit of time.

Before we start making any changes, we want to perform a backup to make sure that
we don’t lose anything. For the CompTIA exam, we always backup everything before
we make changes. In the real world, we don’t do this for every job. We only make
backups when we need to. Many businesses have their workstations set up so all the
users’ data is stored on the network rather than the local computer. Thus, no need for
backups for most activities.

Sometimes you will find that some settings or files will be stored on the local
computer or in other strange places. | once had a user store all their files in the
Windows temp folder. When | asked them why they stored them there, they told me
this was the folder that appeared when they started using the computer so they kept
using it. | can only assume the person setting up the computer stored somethingin
the temp folder before giving it to the user and the computer remembered this
location. The user then simply kept using this folder as it was the folder that first
appeared. If you choose not to make a backup, keep in mind that, if you start deleting
things, you won’t necessarily be able to get these things back. You don’t want to
delete all the user’s important documents because they saved them in the wrong
place. If you are not sure, simply move them to a different folder first and see if this
affects anything.

The next question you want to ask is, “Has there been an environmental or
infrastructure change recently?” This is where you may find out things like, there
were some IT guys working in the network cabinet earlier today. Sometimes we make
changes on the network without telling each other. Other times, they may say things
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like, “ moved departments the other day.” This may be as simple as moving their
computer from one side of the room to the other, however on some networks this
may cause problems. For this example, let’s say the user has changed departments
and they let IT know this was occurring. Since they have only just changed
departments, they are still doing some work for their old department and thus need
to use software from the that department; however, this software is no longer
working.

The next step is to review the application and system logs. This will give you an idea
of what is happening with the computer. If we know when the problem started
occurring, we can see if there are any strange error messages in the log at that time.
In this example, a strange error message appeared at the time when the problem
started occurring. | wonder if this could be related to the problem that we are having.
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Establish a Theory of Probable Cause

* Taking a guess what is wrong

6:07 The next step is to establish a theory for the probable cause of the problem, essentially
taking a guess at what is wrong. In order to do this, consider the symptoms of what is
occurring. For example, the user is saying the computer has started running slowly and this was
probably caused by something having changed. In some cases, this may be a hardware
problem. Have a look around the computer for damaged or broken cables. If you open the
computer, have a look to see if anything looks damaged. If there is a large amount of heat
inside the computer then probably one of the fans has stopped working.

When looking for problems, use all your main senses. Listen to the computer, and if you hear
clicking noises or other unusual sounds this may indicate there is a problem with the hardware
in the computer. Electronics give off an electrical smell when they are damaged and are
shorting out. If you notice that smell, you know that something is damaged inside the
computer or soon will be.

Your research into the problem may also include doing some internet searches or searching
through your on-site documentation. If you have an error code, these are always good items to
search for. This could be either an error the application has given you or one you have found in
the system logs. Once you have your information together, you have a theory of probable cause
or at least a good guess at what the problem is.
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Test the Theory to Determine Cause

* Verify the cause

—Otherwise, come up with a new theory
* Get permission if required to fix
* Escalate the problem otherwise

7:32 The next step is to test your theory to determine if it is the cause. In some cases, it may be
verifying that a part is broken. In our example, the problem is that a Windows update is causing
a conflict with the software. This was not a problem until the software was updated. We have
verified the software version and the particular Windows update on the computer that is
causing the problem.

If you find that your theory is not what was causing the problem, come up with a new theory to
what the problem may be.

Once you establish what is wrong, you may need to get permission to fix it. This may mean
speaking to your manager or putting in a request to get something changed. In our example,
the simple solution is to remove one of the updates, either the software or the Windows
update. However, which do we remove? In this case, we need to remove the Windows update
as the software will no longer work if the update is installed. Windows updates in this case are
managed. If we did remove it, the network management software would detect it has been
removed and would re-install it, putting us back in the same position.

In some cases, you may need to escalate the problem. In other cases, you may know what the
problem is, but don’t have the access or skills to fix the problem. This is common practice in
companies, so nothing to worry about. There will be a procedure that you will need to follow in
order to escalate the problem. Escalating the problem can also include contacting suppliers,
manufacturers or using websites. Sometimes posting the problem you are having on-line will
get a response back quite quickly, but not always.
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Establish a Plan of Action and Implement

* What permission/resources are required?
e Remember to backup data

9:10 The next step is to work out a plan. In your plan you should consider what permissions you
require and what resources you need. Many companies will have procedures and processes in
place that determine how you can make changes to the network. If you require any parts, are
they available or do you need to order them first? There is not much point taking a user’s semi-
working computer apart, effectively making it no longer usable, then telling them it will be a
week before you get the part; you may as well leave it in one piece until the part arrives.

Often your plan will fall into one of three different categories. These are: repair, replace or
workaround. A lot of the time this will be a balance between cost and repair times. Often it is
better for a company to replace a malfunctioning computer rather than spending the time
trying to work out what the problem is. However, if the computer is a specialized workstation
that costs a lot of money then this will not be an option and you will need to fix it.

Remember as well, before you implement your plan, backup any data that you need. In the real

world, depending on what you are doing, there may be no need to back anything up, but in the
case of the exam, we always backup our data.
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Verify Full System Functionality

* Generally get the user to confirm

10:28 The next step is to verify that everything is working. It is a bit embarrassing if you say
everything is fixed and a few minutes later you get a phone call saying it is still not working.
After you have tested it yourself, generally it is a good idea to get the user to confirm the
problem is fixed when appropriate. This is particularly the case when they are using a
specialized software application. The user will know how to use the application and can quickly
tell you if it is working o.k. or not.
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Document Findings, Actions and Outcomes

* Document in company knowledge base
* At least document for yourself

10:58 The last step is to document your findings, actions and outcomes. If possible, do this in
your company’s knowledge base. This will allow other technicians to find the documentation if
they have the same problem. There is nothing worse than spending a lot of time trying to find a
solution to a problem and then have someone say, oh | had the same problem last week. That
would have been useful knowledge to have had earlier.

The information is also useful if the same problem seems to be occurring over and over again. If
you observe that a particular computer keeps having strange problems repeatedly, maybe it is
time to replace that computer rather than spending the time trying to troubleshoot. It may be
cheaper for the company to retire a computer earlier, rather than repeatedly trying to fix it.

If you are not able to document the problem in the company’s knowledge base, you should at
least document it for yourself. In a year’s time, if you come across the same problem again,
hopefully you will remember how to fix it. If the answer is you can’t remember, spending a
minute making some notes now will be a big-time saver in a year’s time. You don’t want to
waste time troubleshooting the same problem twice.

That covers it for the CompTIA Troubleshooting model. In the real world, having a methodical
process like this is ideal; however, you will find that often problems are time-critical. This
means the technician needs to often strike a balance between being methodical and being
efficient. Once you start getting some experience, you will work out your own way of doing
things, but at least when you are starting out, the troubleshooting model gives you a step-by-
step process of how to go about fixing problems.
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| hope you have enjoyed this video from ITFreeTraining and have found it informative.
For more free videos from us, please see our YouTube channel or website. Until the
next video, | would like to thank you for watching.
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