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Printer Permissions

For the free video please see
http://itfreetraining.com/server/printer-permissions

In this video, we'll dive into the permissions that can be assigned to printers. The
permissions assigned to printers are a bit different from the standard NTFS
permissions. Understanding how they work and operate will give you, the
administrator, much better efficiency with controlling your printers.
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Printer Permissions

Printer Document View
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0:19 — In Windows there are 3 permissions that can be assigned to printers: print,
manage documents, and manage printers. With so few permissions to have to

manage, it makes it easy for the administrator to configure. We will now take a look
at each of these permissions in more detail.
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Print

* Users can print
* Have control over their print jobs only
—Cancel, pause, restart

0:36 — The first permission we’ll explore is Print. It does as the name suggests; users
with this permission are able to print to the printer. In addition, the user with the
Print permission will also have control over their own print job in the print queue. By
control, we mean they’ll have the ability to cancel, pause or restart any print jobs in
the queue that they have submitted. They do not, however, have access to print jobs
submitted by other users. You would give this permissions to any user you would
want to be able to simply print to a printer.
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Manage Documents

* Allows managing of all print jobs
—Cancel, pause, restart for all users
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1:06 — The next permission we’ll discuss is ‘Manage Documents’. A user that is given
this permission is allowed to control any of the print jobs in the specific printer’s
gueue. This basically means they have control over cancelling, pausing and restarting
any print jobs that happen to come into the printers queue. This includes any print
jobs sent to the printer, including print jobs from other users. You would generally
give this permission to an office administrator.
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Manage Printers
* Configure settings on the printer
—Settings, permissions, delete, rename, share
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1:28 — The next permission is ‘Manage Printers’. This permission gives the user the
ability to configure settings on the printer itself. Essentially users with this permission
means that the user can change individual settings on the printer, configure
permissions, and delete, rename or share the printer. You would generally give this to
an administrator or perhaps a support technician. To have a look at the permissions
on a printer, we will first open the Control Panel.

Accessing through Control Panel

1:49 — From within the Control Panel, we will select “View Devices and printers”
under “Hardware”. This will display all the devices installed on the computer including
any printers that are installed. To take a look under the hood at the printer settings,
we will right click one of the printers and select “Printer Properties”. Once the printer
properties have opened, we will select the “Security” tab. Notice that when the
Everyone object is selected, that the permissions below indicates that anyone that
has been authenticated will be allowed to print to that printer as well as manage
their print jobs on the printer, but they will be unable to control other user’s print
jobs or change printer settings. Notice that when | select the “ALL APPLICATION
PACKAGES” entry that it has the “Print” and “Manage documents” settings
configured. If you are running an application that needs to manage documents on the
printer, add the users that are running the application to this group. The “Manage
documents” gives the user a little more power than just printing. If you have a user
that is a little more tech savvy than other users, it might be smart to give them this
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access to help other users in the office. You would not normally give this access to
regular users as it gives them access to delete other users’ print jobs. Notice that if
you select the Administrator, they will have all 3 permissions. That is “Print”, “Manage
documents”, and “Manage this printer”. The extra permission, “Manage this printer”,
as previously explained allows users with this permission to configure settings on the
printer. For example, any of the settings on any of the tabs can be changes if the user
has this permission.

That covers it for printer permissions. Thanks for watching this video from
ITFreeTraining.

See http://YouTube.com/ITFreeTraining or http://itfreetraining.com for our always
free training videos. This is only one video from the many free courses available on
YouTube.
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