AD FS Claims Provider Trust

For the free video please see
http://itfreetraining.com/federation#provider-trust

This video looks at the theory of a claim provider trust. In order to have a trust in
Federation Services a relying party trust and a claims provider trust need to be
created.
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Trusts in AD FS

* The configuration used when accepting claims
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Trusts in AD FS

In the previous video, a relying party trust was created in the ITFreeTraining domain.
The configuration in this trust is used to create claims. These claims are sent to the
HighCostTraining domain’s Active Directory Federation Server. The claims provider
trust is the configuration that is created on that server. This configuration determines
what happens when a claim is presented to that server. It may seem that the claims
provider trust should be on the ITFreeTraining side. However, when you consider that
the claim has been created already, the next step is to create a set of rules that
determine what to do when the claim arrives at the server. That is, the claims
provider trust is, essentially, the configuration that is used when a claim is presented
to that server. If you get confused where the claims provider trust needs to be
created, work out which servers accept claims and the configuration needs to be
created there.
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Claims Provider Trust

* One rule only. Acceptance Transform Rule
—Can change the data in a claim
—Can change the claim type

Acceptance Transform Rules }

The following acceptance transform rules specify the incoming claims that will be accepted
from the claims provider and the outgoing claims that will be sent to the relying party trust.

Order Rule Name Issued Claims

Claim Provider Trust

The configuration for the claims provider trust is only one rule. In contrast to the
relying party trust which is 3 rules. The rule decides what claims are accepted and
also allows changes to the data in that claim to be made.

See http://YouTube.com/ITFreeTraining or http://itfreetraining.com for our always
free training videos. This is only one video from the many free courses available on
YouTube.
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